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1. 4538 Ra-08 AT fir %1t ]

RXEERNBYEKMGULRa-0EARBEH AT a5, BEX LoRa &RAREL
B, B#1F. BURlkEF.

1.1 RiE. BXTGEHEIE

111 RIBFENX

e LoRa

LoRa & LPWAN @i A —F, Z Semtech A XA NETH 4
BRAMBIZEB L& ERTR.

e RINFEE. mEEE. R,
e LoRaWAN

LoRa B£B82 2015 £ 3 A Semtech ZE LA MFF AT, FERFIMNERN ., B
BEAT—NETHRN MAC EHAVRINFE BMN4RAE: LoRaWAN il
A

W& BREM,

MM AL LoRa &Lk, M ¥% (Gateway siFrE u5) . Server (83% Network
Server, Network Control 1 Application Server) ,

LoRaWAN 3t LoRa #&th4 HA/B/IC =32,

1.1.2 G3WEIE
TSI ZEREIEE A T A
& 1-1 B R

GERRIE EXELR PR
MCU Microcontroller Unit M=FI 2T
MT Mobile Terminal ST
TA Terminal Agent A ihIERL RS
TE Terminal Equipment KR &

SRR 0.1.0 HRFTE © RIFTRHLHRAF 1/36




g Ra-08 AT iy 4 it

1.2 TheeHiid

“inik % (TE, Terminal Equipment) T[i@id & FE A XAk AT ap S 12555
#4n (MT, Mobile Terminal) TheE R HZMEZ W %, LimiElicsy (TA, Terminal
Agent) FEMZIREESEHINERZZENTSXEEGEHIIEE.
Zami & (TE) . LimiEhcas (TA) R#Esh#ss (MT) Ay4m3EsSCIiel DLE TAIEMR
e TE. TAFI MT 2=/Md7HYSE{K;
o TE BIIAYSHEA, TA &£ MT AR,
o MT ISR, TAERMAETE BB,
o TE. TAFIMT &EmH—PLIE,
EARXHESF, TE BPEENEEH MCU &5, TA BBEREAEME MT AEB.
{SiEtis
LoRa @5k,
Zimk & (TE). ZimiEiisd (TA) X%l (MT) MARSEHEREEZEE
_L5GE5€E"]/%ZK/ML$I§D. & 1-1 ﬁﬁTo

o

:/’_ p -—— == =N \_\:‘
O ,. VR g L e
(“mcu 1
1 ATﬁ?T {‘} s ~ MEjJ:’“ 7= ~ =T A
(Terminal Terminal e~ Mobile | ZMEEHR | I~
Equipment) | Agent L  Terminal | ' ‘
) BEgGR \_ T MERE J . )

B 11 RG A

RIFEE1-1, MCU R 5B EERGSHEERTYEMEE, MCU BIIATGSS
TACIE 1* MIEH] MT (ME 35 mobile equipment) , SCIHIBXMIR &5 =in
HNZE,

5z7imI R BBt LoRa kit 17, HEANXHEF, BIIXNIRERN AT 2T &,
SBYIE
LoRa %%, MMLIMMEMNEEE =iHAERERXE,

XA5hRA 0.1.0 IRAFRA © ZfE TR RA S 21736



2. AT &1V Ra-08 AT r41i 8

AT 34X AR TASCI B4, 9B aT:
BEREEET Y AT+<CMD>[OP][para-1,para-2,......para-n]<\r>

& 2-1 AT BERIE B

5N

15 Wi A
AT+ WEERTR
CMD WSFIFE

B RER. TUEMTRE:

o ‘= RRBHIEKRE.
Op o 7 RIFBWSEMYFIE.

o V. RIFHITHE.

o =7 RTEBMEBGLSMNSE.
para-1,para-2,......para-n | REEENSHE, IEREETETENSH
\r ElZ4E5 5. ASCII #5 % 0x0D

[ R 5H B A <\\n>[+CMD:][para-1,para-2,......para-n]<\r\n> =
<\Nn><STATUS><\n\n>, = ERBHEEEH.

< 2-2 AT EIHE%
=
15 1t B
\r\n #4545, ASCII 7534 0x0A
+CMD B LFEITA

para-1,para-2,......para-n | N HISEFFTH

BEHITRES. TR THRE:
“OK”: TR LHITHIN.

STATUS e ‘ERROR": FTRpSHITRIM,

e “+CME ERROR:<err>": FrimS#TELM, i
AN EIRRRY,

fa
=]
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2 AT uﬁp‘/ﬁ\lg‘/f Ra-08 AT fﬁfé\ﬁﬁf@

EE ER:

(1) <>: BoRDIEEINE.
2) [I: FRRATELFINE

) \r: [IZEZER AR, ASCII iS4 0x0D

) \n: #HAT75F, ASCII %A 0x0A.

)y flan, &l MQTT FEZR S, Kikdr 4N
) AT+HIMQTTMODE?\r
)
)
)
0

A W

5

(22

ER=Ri0MERSYSE

\r\n+IMQTTMODE:1\r\n

9) \\nOK\r\n

10) 3L TAET B, HF \r\in B

1) B OIS E: B4R 115200, AN 8, 1=iE4A7 1, KREGAL 0.
12) M FT a2 R RE, BRASCRRRE% (BackSpace) , # I A SR
AR iR

~

(
(
(
(
(
(
(8
(
(
(
(

XA5hRA 0.1.0 IRAFRA © ZfE TR RA S 4136



3. PRI i ] Ra-08 AT #r 4 i1

3.1 BhikiEix

LORAWAN_AT Ti2 & MIRIFER QTR Pl DEKRAIBZ% JP8 FTEE

18,
& 3-1 BRERERRS
JP1 EE
JP2 EE
JP3 EE
JP4 B
JP5 EE
JP6 ({X727EF ASR6601CB-EVAL) W7 FF
JP7 EE
JP8 EE

3.2 Kisfu &

LORAWAN_AT T 327 SDK # projects\${DEMO-
BOARD}\examples\lorawan\lorawan_at BT, H™ ${DEMO-BOARD} 5§ demo
RESS, |[AASR6601SE demo #x 415, N|k: projects\ASR6601SE-
EVAL\examples\lorawan\lorawan_at, #EERL, EHERLETHE.

33 BEMRE

BEOREEENT:

Baud rate: 9600
Data bits: 8

Stop bits: 1

Parity: None

Flow Control: None

XA5hRA 0.1.0 IRAFRA © ZfE TR RA S 5/36



3. PRI i ]

Ra-08 AT r41i 8

3.4 HBRTE

TEMNT R A ABRERER AT s EREAMBNTER!

XA5hRA 0.1.0

DEVEUI: D896EOFF00000240 APPEUI:
D896EOE000005203 APPKEY :
077EE45C6E4564D96D76AES55AFD3AA89
T =KA: ClassA

W< HmZA RS 0001

RIS B E

ASR6601:~# AT+CDEVEUI=D896EOFF00000240
OK

ASR6601:~# AT+CAPPEUI=D896EOE000005203
OK

ASR6601:~# AT+CAPPKEY=077EE45C6E4564D96D76AE55AFD3AA89

OK

RPN
ASR6601:~# AT+CCLASS=0

OK

W A T v

{# F AT+CFREQBANDMASK #{Tsn2RiE10BLE, &3S bit LK 1 A
(8 Mfim), mEIa 128 i, a0 0001 4 470.3-471.7 MHz, %1,

AT+CFREQBANDMASK 54 8958054 BE .

ASR6601:~# AT+CFREQBANDMASK=0001

OK

IRAFRA © ZfE TR RA S 6/36



3. FEBIRE i ]

Ra-08 AT r41i 8

(5)

XA5hRA 0.1.0

FFoRER R
ASR6601:~# AT+CJOIN=1,0,8,8
OK

ASR6601:~#[1232969]Start to Join, method 1, nb_trials:8
+CJOIN:OK
[1238352]Joined

KX
AT+DTRX=1,2,3,112233
OK+SEND:03

OK+SENT:01
[1351754]receive data: rssi = -17, snr = 11, datarate = 3
[1351759]rx, ACK, index 1

OK+RECV:02,00,00

IRAFRA © ZfE TR RA S

7136



4. LoRa AT 1

3
>

Ra-08 AT r41i 8

LATIESHS

4.1 LoRa i AT &4 3%

ik Ei:3% =3F
AR, RARRR, BRATRIR,

S A/\\

BATR = B B 2470 General Command
IRFERD, SR, FES/FM Network Related
57 , , 0 B0,

S %\, A K .
ilﬂ\é%#ﬁaé/ o ity % #% DevEUI Parameters Config
2

Command
N X ki Join, TEAER, Node Control and
EHIFIRTS TS "
Class, Battery capacity, & Status Command
RS

MAC B2 &4

LoRaWAN Tﬂ]\i}\i‘:‘:‘ MAC 4y np 71‘59&

MAC Config Command

HRB LTS HIEW A Data Command
Hthig & AEER, EREH, REHRE
A4 LoRa | BHAE 64 Manufacturer Private
Command
4.1.1 LoRaWAN BT SE
we ik KEAR
AT+CGMI FEE ZFx1R  (manufacturer identification) o] 1%
AT+CGMM | BEBUEZEFRIR (model identification) T 3%
AT+CGMR | BEEURAARIR (revision identification) %k
AT+CGSN = M FFISHRIR (product serial number it
identification)
AT+CGBR 1% 8 UART f9E4F%K (baud rate on UART interface) 1%
SRS AR A 0.1.0 FRILFTE © RF TR HRA S 8/36




4. LoRa AT 1

3
>

A

Ra-08 AT 4 1

4.1.2 LoRaWAN HIM XS HEETSE

we iR SEAR
AT+CJOINMODE RED LI Join #R3, (OTAA, ABP) ik
AT+CDEVEUI R E A DevEUl (OTAA N\MRY) WAk
AT+CAPPEUI R E IR AppEUI (OTAA \MET) PAIK
AT+CAPPKEY RE S IEE AppKey (OTAA NKJHT) Ik
AT+CDEVADDR ® &5 1EE DevAddr (ABP \KAY) I
AT+CAPPSKEY R E S IEE AppSkey (ABP A\ KJHY) ik
AT+CNWKSKEY R B NwkSkey (ABP N\MET) I
AT+CFREQBANDMASK | % &= 158U 2848 (FreqBandMask) I
AT+CULDLMODE R E 5 kA UI/DI & (E50E & 7+ 4) Wik
AT+CADDMUTICAST | 31—/ eA#EHb 1t ik
AT+CDELMUTICAST TBR— 2R #E H 3k Elbri
AT+CNUMMUTICAST | E1RHEEEE Elbvis
4.1.3
we 730 SEAR
AT+CWORKMODE WEHERTEER (BB IEER) ik
AT+CCLASS W B HEE class 2% (Class A/B/C) Dk
AT+CBL EIREBEEFR Elbri
AT+CSTATUS BEET RURAS Ik
AT+CJOIN ki OTAA AW Dk
gT+CPINGSLOTINFORE % #2 pingslot info request ok
41.4
W Ei::po SRAR
AT+DTRX RIE R EIR I
AT+DRX M Rx buffer SkEUERHFTIZWREIFIE3E, F/EZ Rx buffer ik
XAR4HRA 0.1.0 KR © RIS TTRHE B RA ) 9/36




4. LoRa AT %74 Ra-08 AT iy 4 i A

3
e

4.1.5 LoRaWAN f§ MAC Be B4 4 &

we ik KMAR
AT+CCONFIRM REHERAIXEE %R (confirm = Wk
unconfirm)
AT+CAPPPORT REYIERN A= Port Wik
AT+CDATARATE BB IEREIREER ik
AT+CRSSI HREUZIER RSSI {H DIk
AT+CNBTRIALS R ED K NbTrans 4% WK
AT+CRM RESIFER ERER Wik
AT+CTXP RESNIERAIRINER DA
AT+CLINKCHECK f8E Link check ik
AT+CADR fEREE K [4] ADR ik
AT+CRXP RESENERE NS WK
AT+CRX1DELAY W E SR TX F1 RX1 A9RSIE ik
AT+CSAVE RERE DIk
AT+CRESTORE REBIABCE Ik

4.1.6 Hit AT o4&

WY ik SSRAR

AT+IREBOOT ERm{EEd o] 1%

AT+ILOGLVL REREER o] ik
41.7 B\ AT frd &

WL ik SSRAR

AT+CKEYSPROTECT | &&EAMNZGS Elpvis

SCRERRAS 0.1.0 IRAFRA © ZfE TR RA S 10/36



4. LoRa AT #r 4 Ra-08 AT #r 41t i

4.2 AT <R

4.2.1 B ZERIR + CGMI

Tl A +CGMI=<manufacture
TR AT+CGMI? > OK
ZH % IR _
Zé&%b‘ <manufacturer>: | FfriR
EIEERAL
AT+CGMI?
7~ +CGMI=ASR
OK

4.2.2 FEUEAFRIR +CGMM

Tl w4 +CGMM=<model>
TR AT+CGMM? oK
SR _
AIIE 1 odel>: 4R47IR
EIR =R
AT+CGMM?
il +CGMM=6601
OK

4.2.3 EERAPRIR +CGMR

T4 +CGMR=<revision
TR AT+CGMR? > OK
Zé&%b‘ <revision>: hrxA&LRriE
EIEERALE
AT+CGMR?
NGl +CGMR=v1.1.
0 OK

SRR 0.1.0 HRFTE © RIFTRHLHRAF 11/36




4. LoRa AT f14 Ra-08 AT i 4 i i
4.2.4 EB = m A5 SRR +CGSN
TS +CGMR=<sn>
?
Py AT+CGSN? oK
ZH IR _
. <sn>: o FSSERR
Bl i
AT+CGSN?
ANl +CGSN=0539349E000325
23 OK
4.2.5 B IFERFE +CGBR
T4 +CGBR=<baud
R AT+CGBR? S OK
WEMS
TR AT+CGBR=<baud> OK
IR > gz
EIEERTA: ]
e AT+CGBR=9600
n oK
R A fEH LPUART, FrLURHFRAgERET 9600
SA4BEA 0.1.0 KRN © RIS TR ARAT 12/36




4. LoRa AT 1

3
>

Ra-08 AT 4 1

4.2.6 & B EW Join 7 &, +CJOINMODE

Tk & +CJOINMODE:“mode”
P AT+CJOINMODE="? oK
T4 +CJOINMODE:<mode
Py AT+CJOINMODE? - OK
y OK
R R
u U ... 0INMODE=<mode> B
R +CME ERROR:<err>
<mode>: T & Join AR, T
SRR e 0. OTAA
. 1 ABP
ElERL *
<err>: error X7g
e AT+CJOINMODE=0
N |
& OK
EIAXFH OTAA 7.
ERFI | ymmmpm ABP \MAR, EELEEES HERILGAEE.

4.2.7 ¥ E B 2H DevEUI +CDEVEUI

Wi 2 .
ST AT+CDEVEUI=? +CDEVEUI=<DevEUl:length is 16>
i 4 +CDEVEUI:<value
o AT+CDEVEUI? . OK
" OK
T ~
u SR ..oy EUI=<value> EE )
B Wl L +CME ERROR:<err>
Zé&%b‘ <value>: T & DevEUI
EIRERZ AL
AT+CDEVEUI?
N +CDEVEUI=AABBCCDD001122
33 OK
WEHS | BESOER DevEUl, EE Y1Y2..Y8, 16 #4liAR, BUE 8 37,

SCRERRAS 0.1.0 IRAFRA © ZfE TR RA S 13736




4. LoRa AT % Ra-08 AT 4 1

3
>

4.2.8 % B 5 iEE AppEUI +CAPPEUI

{WJ Jﬁnn =4 ]
T R AT+CAPPEUI="? +CAPPEUI=<AppEUl:length is 16>
T4 +CAPPEUI:<value
TR AT+CAPPEUI? > OK
o oK
1T .
u WY | AT+CAPPEUI=<value> B
ULLI +CME ERROR:<err>

¥ Rir | <value>: T AppEUI
[ 15631 <err>: error {75

AT+CAPPEUI=AABBCCDDO0011223

ol 30K

- OTAA FH#/, REBHEH AppEUI, 3R[E Y1Y2...Y8, 16 #&i#8=t, B
EEH | g =

4.2.9 ¥ B 5 AppKey +CAPPKEY

MRFNiTi R .
T AT+CAPPKEY=? +CAPPKEY=<AppKey:length is 32>
B4 +CAPPKEY:<value
o AT+CAPPKEY? - oK
i OK

T :

u U ../ ppKEY=<value> B
UL +CME ERROR:<err>

S8 IR <value>: T AppKey

[ 156 31 <err>: error {75
AT+CAPPKEY=AABBCCDDO00112233AABBCCDD00112
233 OK

. OTAA FHEA, ®E S AppKey, 1RE Y1Y2...Y16, 16 #HlHEz, B
HEEHEI 18 16 =235,

SRR 0.1.0 HRFTE © RIFTRHLHRAF 14136




4. LoRa AT 1

3
>

Ra-08 AT iy 4 i A

4.2.10 1% & 5% iE£H DevAddr +CDEVADDR

; +CDEVADDR=<DevAddr:length is
LR AT+CDEVADDR=? 8,
YLV ' Device
address of ABP mode>

T4 +CDEVADDR:<value>
TR AT+CDEVADDR? OK

P OK
PAT & 5%

T AT+CDEVADDR=<value> =
Ll +CME ERROR:<err>
¥ ik | <value>: F5s% DevAddr
EIRENITEL] <err>: error {{#5
i AT+CDEVADDR=0011223

N |
n 30K
ERFEI ABP Bf{#ER, ®E&EZERDevAddr, 1R[E] Y1Y2...Y4, 16 #H#EX, BUE 4
Fi5,

4.2.11 ¥ B 8 EL AppSKey +CAPPSKEY

ka4 ) _
TR AT+CAPPSKEY=" §2C>APPSKEY-<AppSKey.|ength is
i 4 +CAPPSKEY:<value>
TR AT+CAPPSKEY? oK
y OK

R :

u RN .. opsKEY =<value> B
ULLI +CME ERROR:<err>
SR <value>: 55 AppSKey
ELERA] <err>: error {X#%
e AT+CAPPSKEY=AABBCCDD00112233AABBCCDD0011

N |

n 2233 OK

N ABP Bf{£H, X &SRR AppSKey, B[ Y1Y2...Y16, 16 #HlHE, B
Va8l 18 16 =235,

SREBRA 0.1.0 AL © RASTT R A R/A S 15/ 36




4. LoRa AT

A

3
>

&}

Ra-08 AT 4 1

4.2.12 1% B 5% NwkSKey +CNWKSKEY

ik iy 4 _
B AT+CNWKSKEY=? §2C>NWKSKEY =<NwkSKey:length is
B4 +CNWKSKEY:<value>
T AT+CNWKSKEY? OK
. OK
AT AL s &=
' AT+CNWKSKEY=<value> B
KIS +CME ERROR:<err>
B IR <value>: 5= NwkSKey
ELERA] <err>: error {74
e AT+CNWKSKEY=AABBCCDD00112233AABBCCDD0011
S
Y 2233 OK
‘ ABP B, iR EEERER NwkSKey, iR[E Y1Y2...Y16, 16 i, B
EREF

516 ¥,

4.2.13 BWE s A 1S +CFREQBANDMASK

R Wi +CFREQBANDMASK:“mask”

T AT+CFREQBANDMASK="? OK

T4 +CFREQBANDMASK:<ma

T AT+CFREQBANDMASK? k> OK

. OK
AT AL e
' AT+CFREQBANDMASK=<mask> | =

B R +CME ERROR:<err>
<mask>: WL RE T EAYSMZAIERY, 16 bits X7 16 N, £
{LoRaWAN %%
AHSE) . THERERZEEH A,

ZH IR Al | Fla0: 0-7 S, XTRIEALA 0001, 8-15 HE X ViSRS 4 0002, ik
#., BIK

A PHE N N IR FEEF region B, 40 0-7 SiiE7E CN470 Fxd R A4:
470.3,
470.5, 470.7, 470.9, 471.1, 471.3, 4715, 471.7 (B4 MHz) .
<err>: error 74

i AT+CFREQBANDMASK=0001

N I

n OK

VE R I 7 Join ZRIBERE,

SCRSER A 0.1.0 HRAR T © RS TTRHE B RA S 16 / 36




4. LoRa AT 1

3
>

Ra-08 AT fir

A

4.2.14 & E5iFER F T{THE R +CULDLMODE
Ay 4 +CULDLMODE:“mode
TR AT+CULDLMODE=? " OK
T4 +CULDLMODE:<mod
TR AT+CULDLMODE? o> OK
Y OK
1T .
u BN ..U DL MODE=<mode> B
UL +CME ERROR:<err>
<mode>: NiT
syE | * 1 AR
" 2. RIER
Mgy | 0 2 FARD
<err>: error {45
e AT+CULDLMODE=
N |
n 2 OK
R £ Join 2RI EERE.

4.2.15 B E BB CAE . +CWORKMODE

Tk & +CWORKMODE:“mod
T R AT+CWORKMODE=? e’ OK
T4 +CWORKMODE:<mode>
T R AT+CWORKMODE? OK
OK
WAT A &
i AT+CWORKMODE=<mode> =
KR +CME ERROR:<err>
<mode>: T
ZHIR o 2. FFETIEtER
(5] 5 35 B <err>. error X5
— g AT+CWORKMODE
S
» =2 OK
VE R0 £ Join ZRIBERE, BOANEE THEER, BN HELEE T EER,
XH4kRA 0.1.0 RRAXEFE © 2RI ERA T 17136




A

4. LoRa AT 1

3
>

Ra-08 AT 4 1

4.2.16 1% E LB Class +CCLASS

- +CCLASS:“class”,“branch”,“para1”,“pa
r{)ﬂ\ﬂl’iﬁﬁé\ ” o ” “ ”
R AT+CCLASS=? ra2”,“para3” ,“para4
OK
B4 +CCLASS:<class>
AT AT+CCLASS? OK
- OK
AT | AT+CCLASS=<class> ,[branch], =
PAUEIMA [paral], [para2], [para3] , [para4] +CME ERROR:<err>
<class>: @I
e (0: classA
e 1: classB
e 2: classC
RIBAREEEE, BUTIESEC
e # <class>=1, H [branch]=0, NI:
R [paral] %, 2S5 HATIEE Ping slot periodicity, S5
SHIR 0~7, X AYSCPREHARTSE)Z 0.96*2 periodicity F).
5
e & <class>=1, H [branch]=1, I:
[paral] i% & beacon #i&, ALY
Hz, [para2] & & beacon
DataRate, [para3]iXE ping il
=, B Hz
[para4] &% & ping DataRate,
ENSHABESEEIEN (LoRaWAN ZANFSE)
<err>: error X7g
. AT+CCLASS=
=51
& 2 OK
TE R T 7t Join ZRImEIRE, BIAN ClassA,
SCHSEERA 0.1.0 WA FFE © RETT R AR E) 18/36




4. LoRa AT f14 Ra-08 AT 4 1
4.2.17 EREFHEEFRH +CBL
Tk & , +CBL:“value”
Pl AT+CBL=" OK
T4 ) +CBL:<value>
Pl AT+CBL7 oK
<value>: T EHEZEZ, SEESE LoRaWAN il E X
] R =5, StHE oRa I E X
AT+CBL?
7~ +CBL=0
OK
ER EEERBEEFR
4.2.18 &) 4 APIRES +CSTATUS
Tk & ) +CSTATUS: status
T AT+CSTATUS=? " OK
T4 ) +CSTATUS:<statu
TR AT+CSTATUS? s> OK
<status> HpJE{THER, EXWOT:
o 00: LHIFEHE
o 01: FIBAEF
o 02: HF|RELM
o o 03: HW|RIEZMIN
SHIR o 04: JOINFZ ({XHHEE KRJOING =)
[51{ Bt. B e 05: JOIN.RK ({XHIFEE XJOINERH)
o 06: MKIgERE (Link CheckZR)
o 07: REHEAIN, T
o 08: REAKIEHIN, T
AT+CSTATUS?
7~ +CSTATUS=0
30K
ERE EEEE YR
XH4ERZA 0.1.0 RRAXEFE © 2RI ERA T 19/36




4. LoRa AT 1

3
>

Ra-08 AT r41i 8

4.2.19 % 8 Join +CJOIN

Wi i 4 +CJOIN:<ParaTag1>,[ParaTag2],...[ParaTag
TR AT+CJOIN="? 4] OK
+CJOIN:<ParaValue1>,[ParaValue2],...[Para
il 4
W AT+CJOIN? Val ued]
& OK
OK
5%
+CME ERROR:<err>
Wijérs | AT+CJOIN
TR =<ParaValue1>,[ParaValue WIR#WAEZE, BHIELIRE OK, REEFNED
2], £, REIENER:
...[ParaValue4] +CJOIN:OK &4 BT
+CJOIN:FAIL %475k 1K
<ParaTag1>, [ParaTag2?], ...... [ParaTag4]: L£X&%1, 2, ...... 4 1%
o
<ParaValue1>, [ParaValue2], ...... [ParaValued]: £iXZ#11,
2, ... 4 NSE1E.
<ParaTag1> %7117 JOIN #E, BUESEH
e O0: {%1F JOIN
e 1. F/anJOIN, EHAB—KJOINERE., WFEHRNAIER,
SRR PITIZRESERRIRTFR JOIN L X 5%
g | [ParaTag2l: FoR2EMEAEES JOIN Tk, S/ Bk 1, BESEE:
e 0: XH#EZEIJOIN
e 1. Bz JOIN, EHRH#NEEERF, HziEs) JOIN
[ParaTag3]: 7=~ JOIN FHA, BUESEE: 7~255 (Bfiks) , W &R
&: 8
[ParaTag4]: 7= JOIN &A= A, BESEHE: 1~256, 11U
{LoRaWAN ENFSE)
<err>: error {4
AT+CJOIN=1,0,10,8 (1%E JOIN £%:. XFA Bz JOIN, JOIN F&iH
10s, BRARZHRE 8 K)
1 OK
+CJOIN:O
K
SRS RRA 0.1.0 FRILFTE © RF TR HRA S 20/36
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4.2.20 RixiEWE#E +DTRX

M A 4 +DTRX:[confirm],[nbtrials],<Length>,<Payloa
T R AT+DTRX="? d> OK
OK+SEND:TX LEN
OK+SENT:TX_CNT
OK+RECV:TYPE,PORT,LEN,DATA
PAT AL . L HE
TR f\T+DTRX [confirm],[nbtrials EEE:SS?L:EFF:(REILL-JFM
<Length>,<Payload> -
HE
+CME ERROR:<err>
[confirm] #1 [nbtrials] R XA R LZIXEBN, TJik,
<Length>: JRRFHFHEMME, FAMEENL (LoRaWAN EAFE) ; &
FEETATERNF T KEAR (¥ LoRaWan thililE) , 0%k~
REZHIES
<Payload>: 16 ##| (2 MFEFRT 1140
R E{E Q&A:
1. I HIETEIR AR S KIN?
e XJF Confirm EBEIEIE:
FREE—MERE, BRIZEENANEES. SEREBNRE
WEINEER, WNERAFEAXENSHRER, BEAZR
RABEHRZRBITTHER, BIAKM, FHiHdt ERR+SENT JH
B, TitiE, sEREINEEERERRER, AMI, HiEd
OK+SEND, OK+SENT Ff1OK+RECV JHE..
e F Unconfirm ZKAEEiE:
SR REHREFSERTANE, SRERAERBLEED
=146 it B OK+SEND,
OK+SENT JHE ., IRUE T TT8IE#M B LIX OK+RECV B &,
2. BIRERFEWRESBILERTR?
e OK+SEND:TX_LEN RkHIBXRIZEIFEKRBIN. TX_LEN: 1Byte,
RINKIENEEKE.
e OK+SENT:TX_CNT F 3BT, TX CNT: 1Byte, &
BARRIEREL
e ERR+SEND:ERR_NUM ZHR=#HIELIXIERKXM, REH
ERR_NUM %=, ERR_NUM: 1Byte, $H2R4XIT:
¢ 00 RAM,
o 1 BENT, RXIERKK.
o 20 FIEKEBIHNIUREKE, X&iEMAC 5.
e ERR+SENT:TX_CNT RIHUIRAKIEXRY, BEWABELD &K
K&,
XASHRAR 0.1.0 FRILFTE © RF TR HRA S 21/36
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TX_CNT: 1Byte, R-EIRAIEXKEL,
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e OK+RECV:TYPE,PORT,LEN,DATA * =EUBIZW T (3EU3)
NE BRI TTEIE) -
+ TYPE: 1Byte, T{7{&#KkEl

+ Bit0:
— 0: unconfirm
— 1. confirm
+ Bit1
- 0: FEACK
- 1. ACK
+ Bit2
- 0. R¥EH
- 1. %, R TTEERES LINK SN E
+ Bit3:
- 0: R¥E®
- 1. %, BRTTHEFET TIME GYRE, REY

LA 1 B A o~ B8] B 20 B 31
+ Bit4~Bit7: BIA0, RHE
+ PORT: 1Byte, Tf{7{&#ii% 0
+ LEN: 1Byte, T{7#iBKE
+ DATA: nByte, T{7#dB, ¥ LEN=0 K, WFEAREFE

<err>: error {X#%

AT+DTRX=1,2,5,0123456789
OK+SEND:05

OK+SENT:01
OK+RECV:02,01,00

1z i FRor confirm #UiRA XA L], FRE mUNEI M B REEER A 0x01
0x23 0x45 0x67 0x89, FUxZ|T TITHIA

EEEI | EAW, FRIEHIE.

ol

SCRERRAS 0.1.0 IRAFRA © ZfE TR RA S 23/36
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4.2.21 EWEIE +DRX
Tk & +DRX:<Length> <Payloa
T R AT+DRX="? 4> OK
+DRX:<Length>,<Payloa
T4 d> OK
&ulﬁlm AT+DRX? Ei%'

+CME ERROR:<err>

<Length>: 0 RRFHIEE

SRR yload> o
migpy | OK BRBIEELRR

<err>: error {43

<Payload>: 16 #tH|F &£k

AT+DRX

7~ 2 OK

R | AR buffer IIKEERE, I

I buffer,

4.2.22
ka4 +CCONFIRM:“valu
T 0 AT+CCONFIRM="? e’ OK
T4 +CCONFIRM:<value>
TR AT+CCONFIRM? OK
14 OK
ITHr 2 _ & E
TR AT+CCONFIRM =<value>

+CME ERROR:<err>

<value>: T
SR e O ﬁﬁv%ﬁ%%#ﬁiii%:
o 1. TEWALITEA

BRI
<err>: error f{AG
il AT+CCONFIRM=
N |
& 10K
SCRERRAS 0.1.0 FRIFTE © RETT RS HR/AE) 24136
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4.2.23 & B ER F7##Ew A S +CAPPPORT

k2 +CAPPPORT:“valu
=7
SR AT+CAPPPORT=" & OK
T4 +CAPPPORT:<value>
TR AT+CAPPPORT? OK
o OK
Rl .
u U ... oPORT=<value> B
UL +CME ERROR:<err>

<value>: [ FFr{#RAY port, HEIEMEI G 10 #HH], ﬁ}— &0 10, BUE
SHIR  FEE 1~223, 3EZ: Port:0x00 2 LoRaWAN f#J MAC &4,

5] {15 B <err>: error {5

AT+CAPPPORT=10

7~ OK

FERE | EREBEZFERRE.

SCRERRAS 0.1.0 WRIFFE © RE T RHRHR/AE) 25/36



4. LoRa AT 1

3
>

Ra-08 AT iy 4 i A

4.2.248 B IEBUBR{EE

& +CDATARATE

Tk & +CDATARATE:“value”
B AT+CDATARATE=? oK
a4 +CDATARATE:<value
TR AT+CDATARATE? > OK
"y OK
Rl .
u RN ... oATARATE=<value> EE)
UL +CME ERROR:<err>
<value>: FX{E, W/ EHN 3, BUESEEWT:
e 0: SF12. BW125
1: SF11, BW125
sume | 32 S mwes
.« 3
e ; ,
EIE ] e 4: SF8 BW125
e 5 SF7, BW125
<err>: error {44
o AT+CDATARATE=1
N |
n OK
TERFEHIBEZHEERE,
VE B I wfERE ADR | N4 % DATARATE | NEE X DATARATE | 154
7
AT+CADR=0,
SCRSHRAS 0.1.0 IRANEF © RISTRIEHERAT 26 /36
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4.2.25 EH{F5EESH®EE +CRSSI
Tk & +CRSSI
T AT+CRSSI=? OK
+CRSSI:
0:<Channel 0 rssi>
T4 1:<Channel 1 rssi>
TG ) N AT+CRSSI FREQBANDIDX?
15:<Channel 8
rssi> OK
s¥ 5 <FREQBANDIDX>: RAHERMHS, MOFHE, 1A2 B%5S
EIEERALE A1, RE—MIEEA 8 MSER RSSI,
AT+CRSSI 1?
+CRSSI
1 0:-157
1:-157
2:-157
i 3:-157
4:-157
5:-157
6:-157
7:-157
OK
VEREEIN R ¥ CN470A
XHERRA 0.1.0 RINEFE © ZI5 TR ARAE] 27736
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4.2.26 & B HIER R K ZIEX

# +CNBTRIALS

Tk & +CNBTRIALS:
=7
P AT+CNBTRIALS=" “MType” “value” OK
Eifjm 4 +CNBTRIALS:<MType>, <value
TR AT+CNBTRIALS? > OK
oy OK
Rl Y
u T AT+CNBTRIALS=<MType> <value> | &
B i i +CME ERROR:<err>
<MType>. T
e 0: unconfirm &
ZH IR e 1: confirm @&
FHEE | <value>: HBARELS, BUESEE: 1~15
<err>: error {74
e AT+CNBTRIALS=1,
S
Y 2 OK
EREF AREFEZISERE.
SCRSHR A 0.1.0 IRANEF © RISTRIEHERAT 28/36
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4.2. 275 ESEN FIRIET +CRM

Mk 2 +CRM:“reportMode”, reportinterval
T AT+CRM=" ' OK
B2 +CTXP:<reportMode> [reportinterv
i AT+CRM? al] OK
PN OK
1T .
; Y AT+CTXP=<reportMode>,[reportinter NE
ALl val] +CME ERROR:<err>
b2 EEZR TR,
<reportMode>: fNT
o 0: FFEHA LIREE
o 1. FEHEILIREIE
<reportinterval>: [t S#H R AR LIRFIEN 4B . B LREEEN(E
EfR, BfiAs. WFAEMDR, AFHN&/NEHEBEARERN, XABE
%%”*V MR,
R\ B H (s )\ 45, LV1  LV2
SRR DRO 150 300
[ {1 15 BH DR1 75 150
DR2 35 70
DR3 15 30
DR4 10 20
DR5 5 10
<err>: error 15
- AT+CRM=1,10
N |
AN/ OK
I EREIEZIREERE.
SCA4ARZA 0.1.0 HAXPTE © 25T R FRAE) 29/36
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4.2.28 & B EM K IXINE +CTXP

Tk & +CTXP:“value”
TR AT+CTXP=? OK
Eifldr 4 +CTXP:<value
TR AT+CTXP? > OK
n OK
T .
u B AT+CTXP=<value> e
BRI +CME ERROR:<err>
<value>: HEEMEAN, HIEH 0, SRREEESRE=QHE%,
CN470A
SER T, value FYBESCEZIT:
e 0: 17dBm
e 1: 15dBm
e 2: 13dBm
SR SR e 3: 11dBm
5] {15 B e 4: 9dBm
e 5: 7dBm
e 6: 5dBm
e 7: 3dBm
<err>: error {44
il AT+CTXP=1
N |
n OK
EREF AREFEZISERE.

SCRERRAS 0.1.0 IRAFRA © ZfE TR RA S 30/36
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4.2.29 BUEM %1% % +CLINKCHECK
Mty 2 +CLINKCHECK:“value’
T AT+CLINKCHECK="? OK
OK
AT S +CLINKCHECK: <Y0>, <Y 1>, <Y3>, <Y4>
T AT+CLINKCHECK=<value> | g ==
+CME ERROR:<err>
<value>: } Link Check {82 %], X T:
e 0: INM#FgE Link Check
e 1. ¥ f7—>K Link Check
o 2. BHEMESAX EHFHIEEPET linkcheck i5&
R[E OK, &EMII.
H<value>=1, FF—RHEE, SEREE_XWNES, BRAOT:
+CLINKCHECK: <Y0>, <Y1>, <Y3>, <Y4>
SR e YO0 3k7r Link Check 2§
[ 335 B ¢ 0: AR Link Check MITRTh
¢+ 3JE0: FRZAK Link Check #1175k 1K
e Y1 4 DemodMargin
e Y2 4 NbGateways
o Y3 AAXRTITHI RSSI
o Y4 JACKTTHY SNR
<err>: error fXA%
AT+CLINKCHECK=1
AN OK
+CLINKCHECK: 0, 0, 1, 68, 8
FEEH EREHEZATELRE.

XHGRRA 0.1.0
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4.2.30f#8 ADR +CADR

My 2 +CADR:“value”
=7
Pl AT+CADR=% OK
IR +CADR:<value
TR AT+CADR? > OK
14 OK
AT .
u B AT+CADR=<value> B
UL +CME ERROR:<err>
<value>: ADR {#gg#zH], HJ EH 1, EXWT:
- 1: ADR {FfE
AR e
<err>: error {45
- AT+CADR=1
N |
n OK
ERFEI AREFEZISERE. BMAFE ADR,

4.2.31 ZE Y FEBIEIE OS5 +CRXP
+CRXP:“RX1DRoffest”,”"RX2DataRate”
UHJ _QHI'J 2 ” ”
AT+CRXP="? , 'RX2Frequency
T
OK
S +CRXP:<RX1DRoffest>,<RX2DataRat
S ricRXP? e> <RX2Frequency>
T
OK
OK
PaT 4 AT+CRXP=<RX1DRoffest>,<RX2Data e
S ¥ Rate>,<RX2Frequency> +CME ERROR:<err>
SH %R <RX1DRoffest> <RX2DataRate> <RX2Frequency>: %[ LoRaWAN
ey PN
<err>: error X7g
il AT+CRXP=1,1,471000000
N |
n OK
ERHEI EREFEZFTERE. TEERRIME.
SCA4ARZA 0.1.0 HAXPTE © 25T R FRAE) 32/36
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4.2.321% B 5 ER & BT FE +CRX1DELAY

M A 4 +CRX1DELAY:“Delay”
T AT+CRX1DELAY=? OK
i) a4 +CRX1DELAY:<Delay
T AT+CRX1DELAY? > OK
o OK

(N R

L ¥ | AT+CRXIDELAY=<Delay> BE
RIIRE +CME ERROR:<err>
¥ ik <Delay> LEXFZAFTHARX1EHA, Bfks
BRI <err>: error A%
e AT+CRX1DELAY=2

N I

N1 oK
HEHL | RBEREEZAITARXIEQO, EREHEZFNEE. MEERABIAME.

4.2.33 %1% MAC %1% & +CSAVE

Wk A 4 +CSAVE
P AT+CSAVE=? oK
AT oK

T .

u O T CSAVE B
KRR +CME ERROR:<err>

1% 8D 7T%ﬁﬁ3§ﬁ§iﬂ EEPROM/FLASH 1, = B /EiEisE A#ras MAC
SRR | RESEHTNENELSET.
(5] {F i B <err>: error {43
- AT+CSAVE
v/l
7~ oK
HEHEI ERIEFBEZIEEREF.
SCRSHRA 0.1.0 BRARFR A © TS TR IRA 33/36
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4.2.34 % MAC A2 % +CRESTORE

k2 +CRESTORE
SR AT+CRESTORE=? OK
H OK

il .

u T ——— e
KM +CME ERROR:<err>
SRR %A E MAC BB & 5%0F) EEPROM/FLASH 1,
BRI <err>: error 14
. AT+CRESTORE

N I

n OK
VE R I

4.2.35 PingSlotinfo & +CPINGSLOTINFOREQ

Wi i 4 +CPINGSLOTINFOREQ:<periodicity
TR AT+CPINGSLOTINFOREQ="? > OK
EiHmA +CPINGSLOTINFOREQ:<periodicity
TR AT+CPINGSLOTINFOREQ? > OK
OK
AT A2 NN
R AT+CPINGSLOTINFOREQ=<periodici| =
2Ll ty> +CME ERROR:<err>
SE IR <periodicity>: ping slot [F#f
E{E iR | <err>: error {XA5
il AT+CPINGSLOTINFOREQ=3
N I
i OK
FEEdHm iz ClassB TH®C.
XR4ARA 0.1.0 FRIFTE © RETT RS HR/AE) 34/36
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4.2.36 N4 EH it +CADDMUTICAST

. +CADDMUTICAST:"DevAddr","AppSK
‘{)ﬂxﬂlﬁﬁ/ﬁ'\ ey"
AT+CADDMUTICAST=?
S ,"NwkSKey","Periodicity","Datarate
n OK
- AT+CADDMUTICAST=<DevAddr> OK
BT S < S
= s
LI AppSKey> <NwkSKey> [Periodicity], +CME ERROR:<err>
[Datarate]
<DevAddr>: ZH3#EbitE
<AppSKey>: HiEN FHSIAHA
ZHR <NwkSKey>: HiEMNESIHHIA
ELERAE [Periodicity]: ping slot E &%
[Datarate]: #IEEZXR
<err>: error X7g
AT+CADDMUTICAST=67678d5e,5ac8eb2016f11f19ad19d7f530592c44,59543
7~ 06 9010279fa7317f85f47c46926, 2, 2
OK
ERHEI 187t JOIN iR &,

4.2.37 MkRHEE I +CDELMUTICAST

kw4 +CDELMUTICAST:"DevAddr
TS AT+CDELMUTICAST="? " OK

- OK
AT AL e

' AT+CDELMUTICAST=<DevAddr> |
B L +CME ERROR:<err>
SRR <DevAddr>: 4RiEHbIE
EERAL <err>: error {X#5
o AT+CDELMUTICAST=67678d5

N I
& e OK
CR4ERZA 0.1.0 HRAR T © RS TTRHE B RA S 35/36
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4.2.38 &iAHELE +CNUMMUTICAST

ka4 +CNUMMUTICAST:"number
Pl AT+CNUMMUTICAST=? " OK
T4 +CNUMMUTICAST:<number
T R AT+CNUMMUTICAST? > OK
ﬁézl‘ <number>: ZHIENEL
EIEERAL
AT+CNUMMUTICAST?
il +CNUMMUTICAST
:0 OK

3.41 EF1EZH +IREBOOT

MR iy 4 +IREBOOT:"Mode"
TR AT+IREBOOT=? oK
AT OK
um B /7. REBOOT=<mode> e
BN +CME ERROR:<err>
<mode>: ETE&ET,, EXWT:
%ﬁ&ﬁ ) 0: _L/E:Ei}jﬁf—*géﬂ ,
|6 1 FEBERANS T EE LR TN AR
<err>: error {74
- AT+IREBOOT=1
b OK
J— BEEAKWEZGSE, BE OKE, ERBEEAE. ERTMZE, I~
R iR AT ard.
SCRSBRA 0.1.0 B © RISTTRHEEIRAS) 36 /36
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4.2.391% BHEZ %K +ILOGLVL

Tk & +ILOGLVL:“level”
P AT+ILOGLVL=? oK
T4 +ILOGLVL:<level>
TR AT+ILOGLVL? oK
y OK
R .
u U ... OGLyL=<iovel> B
R +CME ERROR:<err>
<level>: HEZEHR, EX!ZD"F:
sypm | 0 O FR E"“‘ g R~
90 ~5 /1,\ s IL,\ =¥ A 2
<err>: error 'TJcEE&
e AT+ILOGLVL=1
N |
& OK

4.2.40 WIN# #4584 +CKEYSPROTECT

Mty 2 +CKEYSPROTECT =<ProtectKey:length is
T AT+CKEYSPROTECT=? 39> OK
EiHmA +CKEYSPROTECT:<protected
T AT+CKEYSPROTECT? > OK
OK
PATI 2 &
; AT+CKEYSPROTECT=<key, =
R > +CME ERROR:<err>
SRR <key>: = {RIPHA
ELERA <err>: error {5
] AT+CKEYSPROTECT=AABBCCDD00112233AABBCCDD00112
N I
i 233 OK
I FALGSE, RE=ZTHEEBHINEGFHE RBEREX, TEHFE
o
XA4RRA 0.1.0 HAXPTE © 25T R FRAE) 37/36
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